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April 28, 1997

The Hon. Robert W. Goodlatte
Committee on the Judiciary U.S. House of Representatives
2138 Rayburn House Office Building
Washington, DC 20515

Re: H.R. 695, The SAFE Act

Dear Representative Goodlatte:

     We, the undersigned members of the Internet Privacy Coalition, write to you regarding the Security
and Freedom Through Encryption (SAFE) Act (H.R. 695), the pending legislation that you have introduced
to reform U.S. encryption policy.  We first wish to express our strong support for your efforts to make
available better encryption products to American citizens and users of the Internet around the world.  We
believe that the widespread availability of such products will be critical for our nation�s continued leader-
ship of the information industry and the protection of personal privacy.

     The pending bill provides a positive framework for the reforms that are long overdue in this critical
area.  It makes clear that the sale or use of encryption, a vital technique to promote network security and
individual privacy, should not be restricted in the United States.  This is the view widely shared by users of
the Internet and the computer and communications industry.  It was also a central recommendation of
the report of the National Research Council last year.

     While expressing our support for the measure, we wish also to state our concern about one provision
contained in the bill. We believe that this provision, which would create new criminal penalties for the use
of encryption in furtherance of a crime, could undermine the otherwise laudable goals of the legislation.
For the reasons set forth below, we recommend that this provision be reconsidered when the Committee
considers the bill.

     As currently drafted, H.R. 695 would establish a new offense for the use of encryption �in furtherance
of the commission of a criminal offense.�  While well-intended, the provision could have a series of unin-
tended consequences that would easily undermine the other desirable features of the bill.

     First, we believe it is a mistake to create criminal penalties for the use of a particular technique or
device.  Such a provision tends to draw attention away from the underlying criminal act and casts a
shadow over a valuable technology that should not be criminalized.  It may, for instance, be the case that
a typewritten ransom note poses a more difficult challenge for forensic investigators than a handwritten
note.  But it would be a mistake to criminalize the use of a typewriter simply because it could make it more
difficult to investigate crime in some circumstances.

     Second, a provision which criminalizes the use of encryption, even in furtherance of a crime, would give
prosecutors wide latitude to investigate activity where the only indicia of criminal conduct may be the mere
presence of encrypted data.  In the digital age, where techniques to protect privacy and security will be
widely deployed,  we cannot afford to view encryption as the instrumentality of a crime, just as we would
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not view the use of a typewriter in the current era.

     Finally, the provision could also operate as a substantial disincentive to the widespread adoption of
strong encryption techniques in the communications infrastructure.  Recognizing, as the National Re-
search Council has, that the availability of strong encryption is one of the best ways to reduce the risk of
crime and to promote public safety, the retention of this provision in the legislation will send a mixed
message to users and businesses � that we want people to be free to use encryption but will be suspi-
cious when it is used.

     If the concern is that encryption techniques may be used to obstruct access to evidence relevant to
criminal investigations, we submit that the better approach may be, to the extent allowed by the Constitu-
tion, to rely on other provisions in the federal and state criminal codes (including sections relating to
obstruction of justice or concealment) to address this problem if it arises.

     We thank you for your leadership on this important issue and appreciate your consideration of our
views.
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